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As Apple device numbers rise in business and education environments
around the globe, it’'s imperative that technology investments are

maximized so that organizations can leverage iPad to its full potential. . o .
) , 9 , . 9 P While some are very familiar with Apple already,
iPadOS is a new operating system that is poised to help IT teams better

manage the influx of new devices. all are diving into iPadOS management for the first
time. This guide will help you learn about this new
operating system so you can build and master your
iPad management skills.

C\
Introduction to Explanation of Outline of lifecycle Insight for Overview of the
iPad and iPadOS services and management infrastructure leading Apple

managementt programs available stages planning management
for iPadOS devices solution

PAGE 4 PAGE 19 PAGE 20




Introduction
toiPad and
1iPadOS

management

iPad devices run on the iPadOS
platform. You can mange
devices with mobile device
management (MDM) which
is Apple’s framework for
managing iPadOS.

How MDM works

To effectively manage iPadOS devices and unleash their full potential, organizations require an equally
powerful MDM solution. Most Apple devices are able to understand and apply settings such as remote
wipe or passcode restrictions to the built-in framework. Two core components to the MDM framework are

configuration profiles and commands.
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... define various settings for your Apple devices
and tell that device how to behave. They can

be used to automate configuration of passcode
settings, Wi-Fi passwords and VPN settings. They
can also be used to restrict items, such as device
features like the App Store, web browsers or the
ability to rename a device. These profiles can all
be specified and deployed leveraging an MDM
solution such as Jamf Pro.

...are singular commands that you can send to
your managed devices to take specific actions.
Has a device gone missing? Put it into Lost

Mode or send a remote wipe command. Need to
upgrade to the latest OS? Send the command to
download and install updates. These are just a few
examples of the different actions you can take on
a fully managed Apple device.
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Apple’s Automated Device Enroliment allows organizations

- )
Apple Servlces of any size to pre-configure devices purchased from Apple You can purchase and license apps and books

ooo

or an authorized Apple reseller without ever having to touch in bulk from Apple and distribute them to
d the device. By leveraging the power of Automated Device individuals via Apple ID or directly to devices
a'n programs Enrollment (formerly Device Enrollment Program or DEP) you without an Apple ID. Apps can be reassigned
no longer need to be the only person receiving, unboxing as deployment needs change. This process if
and configuring new hardware. Instead, you can ship new formerly part of the Volume Purchase Program
devices directly to individual employees and let them unbox or VPP. You can link your service token (received
As Apple devices became more it. The first time the device is turned on, it will automatically from Apple) to your Apple management solution
popular in schools and the enterprise, reach out to Apple and your mobile device management for assignment and distribution.
questions about how to best deploy solution to pull down relevant configurations, settings and
devices at scale, how to address Apple IETREEEIEINE
IDs and the purchasing of apps arose. v

Apple, of course, looked to solve
these issues and introduced various
programs and services to take device

management one step further, making H
it easier and more cost-effective to
manage devices in bulk.

Apple Business Manager is a web-based portal Apple School Manager is a web-based portal for

for IT administrators that combines Automated IT administrators to oversee people, devices and

Device Enroliment and volume purchasing of apps content — all from one place. Exclusively for education,

Not every Apple device management
solution supports Apple's programs
and services. Check with your vendor organizations. Organizations with existing DEP

to ensure they support these programs, or VPP accounts can upgrade to Apple Business

as well as the incremental changes Manager within a few minutes, or organizations can enables Managed Apple IDs and Shared iPad and can
Apple makes throughout the year. sign up for the first time at business.apple.com be integrated with your school’s student information

and books in one central location. Apple Business Apple School Manager combines Automated Device

Manager is available to all non-educational Enrollment, volume purchasing of apps and books
and other classroom management tools such as the

Classroom app in one portal. Apple School Manager

system (SIS).




Apple IDs Managed Apple IDs

Device Supervision
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Lifecycle
management
stages

Apple's device management
framework, commonly referred
to as the MDM framework,
includes six key elements across
the entire lifecycle of your Apple
devices. MDM is Apple's built-
in management framework —

iPadOS deployment
and provisioning

Getting devices into the hands of
end users.

App management

Ensuring the correct software and apps
are on each device.

iPadOS security

Securing devices to organizational
standards.

Configuration
management

Applying the correct settings to devices.

iPadOS inventory

Reporting on the status of each device.

User empowerment

Allowing users to self-help when they
require resources and services.

From initial deployment to the end-user experience, it’s critical to understand, manage and support the

available for macOS, iPadOSs, iOS
entire lifecycle of iPadOS devices in your environment. This ensures both the security and maximized

and tvOS and aids with these

: potential of your devices.
functions:




Description

User Experience

Supervision  Best For

Apple Configurator

User-initiated
enrollment via URL

Enrollment through a
Mac app that connects

to devices via USB (does
not apply to Apple TV 4K)

Manual enrollment over
the air

IT manages the setup process
and hands devices to users

User visits a specific URL to
configure their device

« Shared and cart-device models, labs
Yes—wired « Devices purchased through a
retailer such as Best Buy

Unmanaged devices currently in
No the field or devices that need to be
reenrolled into a new MDM server



Deploy apps and books with Apple Business Manager and Apple School Manager




Configuration Profiles Smart Targeting



https://help.apple.com/profilemanager/mac/5.4/#/cad5370d089
https://www.jamf.com/jamf-nation/



http://business.apple.com
http://school.apple.com

App management

When deploying App Store apps via Apple School
Manager or Apple Business Manager, you gain extra
security and configurations for that app. Here's what's

possible:
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What is a Managed App?

Managed apps differ from a standard app because

they are flagged as being owned by an organization.
Specifically, managed apps are distributed via MDM and
can be configured and reassigned by MDM.

Managed Open In

Managed Open In takes the concept of managed apps
a step further by controlling the flow of data from one
app to another. With MDM, organizations can restrict
what apps are presented in the iPadOS share sheet for
opening documents. This allows for truly native data
management without the need for a container.

App Configurations

Sometimes, deploying an app isn’t enough and you’d
like to pre-customize some of the settings. This is the
premise for app configurations. App developers define
what settings can be pre-configured by an MDM server
for their app. For example, you could deploy the Box
app with the server URL pre-populated, so users only
need to enter their username and password to get the
app up and running.




Examples of data collected with MDM




Static Groups Smart Groups




iPadOS Security Features
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iPadOS security

Unix is the foundation for Apple’s operating
systems, providing a strong kernel at the
core. Apple’s OS is built with security in
mind and have unique security settings
added. Those settings can be managed via
an MDM solution.

Additionally, utilizing
Apple’s deployment
programs with an MDM
solution allow for even
more management of
those settings within
your environment.

Apple's deployment programs . E

Management C
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Apple OSs

Foundation for Apple’s OSs
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MDM security
commands for iPadOS



https://www.jamf.com/solutions/technologies/apple-os-upgrades/

App catalog for mobile



https://www.jamf.com/products/jamf-pro/self-service/

Benefits of on-demand app and resource catalogs.

Bonus: Third-party integrations



https://marketplace.jamf.com

Infrastructure
planning

Where you host your management
environment is just as important
as the management solution
you choose. Not only does cloud
hosting make upgrades a breeze, it
takes the added pressure of server
management, disaster recovery and
more off of your IT team.

More and more organizations
are moving to the cloud.

Below are just a few reasons why enterprise organizations like Eventbrite are

going cloud:

Ca =

Server provisioning, ongoing security Backup administration and testing
and update management

& >

Storage infrastructure for global Disaster recovery; offsite location

availability

= =

Database administration, ongoing Server monitoring and response team

security and updates
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https://www.jamf.com/blog/first-mac-then-ios-how-eventbrite-revolutionized-apple-deployment/

Industry-leading Apple management

Apple continues to build an interconnected ecosystem, with apps and services being
cross-compatible across devices. Growing enterprise partnerships (IBM, Cisco, SAP,

etc.) and a boom in technology choice programs will only bring more Mac, iPad,

iPhone and Apple TV devices to your doorstep.

To get the absolute most out of Apple
and your technology investment, you
require a management solution that
matches Apple’s intuition and has
proven from day one that helping people
succeed with Apple is top priority.

As the gold standard in Apple
management and with dedication to the
Apple ecosystem since 2002, Jamf is
the product most trusted by businesses
and schools that want to offer Apple
and provide a consistent management
experience across the entire ecosystem.

A jamf

By integrating with all Apple services
and providing immediate support for
Apple operating systems and features,
Jamf empowers you with the tools
necessary to address all support needs,
and gives you the freedom to focus on
strategic tasks so you can save your
organization time and money.

Start Trial



https://www.jamf.com/request-trial/
https://www.jamf.com/blog/what-does-zero-day-support-really-mean/
https://www.jamf.com/blog/what-does-zero-day-support-really-mean/

